
USER MANAGEMENT AND ACCESS CONTROL POLICY
1. Purpose
The purpose of this policy is to provide user management and access controls for all trading systems and back office application systems.
The objective is to ensure that applications software and financial data are being accessed by authorized users only.

2. Coverage
  This policy applies to all Terminals and Servers and is strongly recommended for all computer users.
3. Scope
The scope of this policy includes all personnel who have or are responsible for an account on any system that resides at any PC, has access to the Unity Fincap (P) Ltd PC or stores any non-public information.
4. Policy
· The system allows access to only authorized users.

· The system has a password mechanism which restricts access to authenticate users.

· Only NCFM certified users are allowed to access the system and documentation regarding the same is maintained in the form of :

· User Approval Application

· Copy of User Qualifications

· Users not complaint with the Exchange Requirements are disabled and event logs are maintained.

· Users are deleted as per the NSE guidelines

· User Ids are reissued as per NSE guidelines.

· Users whose accounts are locked are unlocked only after documented unlocking requests are made.

5. Enforcement

  Any employee found to have violated this policy may be subject to disciplinary action.  
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